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B l o c k ch a i n  I n t e g r i t y ,  S e c u r i ty,  a n d  R e l i ab i l i t y  f o r  
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What is what?

W h a t  G o o d  Ar e  D i s t r i b u t ed  L e d g e r s  a n d  B l o c k c ha i n s ,  

An yw a y?
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You can have these things, but one does not guarantee the 

other, and you must design to what you require! 

Identity management and anonymity

W h a t  G o o d  Ar e  D i s t r i b u t ed  L e d g e r s  a n d  B l o c k c ha i n s ,  

An yw a y?
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• Once locked in a block, treated as fact.

• Blocks are ordered. 

• Visible to all. 

Event synchronization

W h a t  G o o d  Ar e  D i s t r i b u t ed  L e d g e r s  a n d  B l o c k c ha i n s ,  

An yw a y?

COPY

FuturePresentPast
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• Complex network control is possible. 

• A node or client can follow different rules 

based on the transaction details. 

• Blockchain networks can thus be used to send 

complex, conditional information. 

• By nature, strong reliability and security can be 

designed into the system, and directly 

controlled. 

Traffic flow management and message flow

W h a t  G o o d  Ar e  D i s t r i b u t ed  L e d g e r s  a n d  B l o c k c ha i n s ,  

An yw a y?
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• Once in the blockchain network, 

information remains as entered. 

• Reliable information in means 

reliable information is kept.

• Likewise, unreliable information 

can be equally treated as fact, if 

allowed to enter. 

• Some sort of security measures to 

assure reliable information enters 

the system is advised. 

Information reliability

W h a t  G o o d  Ar e  D i s t r i b u t ed  L e d g e r s  a n d  B l o c k c ha i n s ,  

An yw a y?
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Use Case Summary

B l o c k ch a i n  I n t e g r i t y ,  S e c u r i ty,  a n d  R e l i ab i l i t y  f o r  

C a b l e  U s e  C a s e s

• New and direct 

revenue

• Cost optimization

• Customer experience

• Reduce ecosystem 

friction

• The future may hold 

more!
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Blockchain can play a pivotal 

role in enabling new revenue 

opportunities for operators in 

existing and new markets. 

New and direct revenue

U s e  C a s e  S u m m a r y
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In network operations, service 

creation and management, security 

and ownership, and even the 

customer experience, blockchain 

networks and distributed ledgers 

can help operators be more cost 

optimal. 

Cost optimization

U s e  C a s e  S u m m a r y
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Blockchain and distributed ledgers 

can enable many customer 

management capabilities. And as 

customers evolve in ways they are 

already ready to consume, it can 

be a layer of service and control 

they need. 

Customer experience

U s e  C a s e  S u m m a r y
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This is fancy talk for just making 

things easier to do. Some things 

might be easy enough that you can 

do them for the first time. As a result, 

this category could be a ramp to 

many new capabilities not yet 

envisioned. More may come of this! 

Reduce ecosystem friction

U s e  C a s e  S u m m a r y
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https://www.fiercevideo.com/tech/comcast-working-charter-viacom-to-roll-out-blockchain-

based-ad-platform

January 2, 2019 announcement

“Blockgraph is being positioned as an “identity layer” for the TV industry by providing a secure 

platform for sharing information without disclosing identifiable user data to third parties. 

Comcast division Freewheel has been developing the software to improve planning, targeting, 

execution and measurement across screens for TV advertising and marketing.”

Comcast working with Charter, Viacom to roll out 

blockchain-based ad platform

U s e  C a s e  S u m m a r y

https://www.fiercevideo.com/tech/comcast-working-charter-viacom-to-roll-out-blockchain-based-ad-platform
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Complex Security and Reliability Design Concerns

B l o c k ch a i n  I n t e g r i t y ,  S e c u r i ty,  a n d  R e l i ab i l i t y  f o r  

C a b l e  U s e  C a s e s
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• Are the parties who they say they are?

• Is what is in the blockchain what has 

been agreed to?

• Given the methods and tools available, 

can the design assure anything?

• Is a central authority needed? 

Identity, transaction authentication, and transaction authenticity

C o m p l e x  S e c u r i ty a n d  R e l i a b i l i t y  D e s i g n  C o n c e r ns
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• Byzantine General’s Problem

• Distribute authoritative copies 

widely

• A majority may not be sufficient

• Higher certainty needed in 

some applications

• Consideration of the nodes 

and their conditions 

Distribution and redundancy

C o m p l e x  S e c u r i ty a n d  R e l i a b i l i t y  D e s i g n  C o n c e r ns
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• As blockchain 

networks get larger, 

depending on the 

design, certain 

performance and 

reliability issues are 

important  

considerations 

Network scale and performance considerations

C o m p l e x  S e c u r i ty a n d  R e l i a b i l i t y  D e s i g n  C o n c e r ns
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• Blockchain 

networks are 

complex systems, 

not always under 

authority or control. 

• Software best 

practices are 

important, but are 

a double edged 

sword too. 

Governance and code management

C o m p l e x  S e c u r i ty a n d  R e l i a b i l i t y  D e s i g n  C o n c e r ns
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• Blockchain 

networks age
• New risks and 

attacks force 

changes.

• Reality shifts 

from design and 

requirements. 

• All this impacts 

reliability.

Attack vectors as a reliability problem

C o m p l e x  S e c u r i ty a n d  R e l i a b i l i t y  D e s i g n  C o n c e r ns
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• As complex systems, it is important to 

consider the reliability (and security) of all 

the elements of the system. 

• Each of these elements of the overall 

system has importance toward the overall 

mission of the blockchain network. 

• Not well managed, and the system will 

have unintended consequences, including 

runaway costs or catastrophic failures. 

What is the meaning of reliability for blockchain?

C o m p l e x  S e c u r i ty a n d  R e l i a b i l i t y  D e s i g n  C o n c e r ns
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• Blockchains are networks

• Blockchains are designed

• Distributed ledgers are used

• Blockchains create histories of transactions called distributed ledgers – how secure and 

reliable they are is designed according to the needs of the use case 

• There are a host of opportunities for carriers, or most anyone, to use this 

technology to add revenue, reduce cost, open new markets, and simplify 

operations!

• But security and reliability must be designed into these systems, which 

means they must be purpose built, and design choices must be 

considered carefully! 

What have we learned?

W r a p p i ng  i t  u p
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IEEE Blockchain Initiative

Ramesh Ramadoss, PhD, Co-Chair, IEEE Blockchain Initiative
Jason Rupe, PhD, Co-Chair, IEEE Blockchain Initiative
Tim Kostyk, IEEE Staff Program Director (Future Directions)

https://blockchain.ieee.org/
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Why Do We Care About Blockchain Technologies?

24
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Why Do We Care About Blockchain Technologies?
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Blockchain Industries – Proof-of-Concepts Underway

26
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Blockchain Activities

27
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420,000+
Members

400+
Sections

IEEE’s Global Reach

1,600
Annual Conferences

IEEE’s Technical Breadth

1,000
Active Standards

39
Technical Societies

170+
Periodicals
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The IEEE Future Directions Committee (FDC) through its global initiatives determines the direction of 

existing, new, and emerging technologies.

https://www.ieee.org/about/technologies.html

New 

Initiatives

Graduated Initiatives

IEEE Future Directions & Emerging Technologies

https://www.ieee.org/about/technologies.html
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Blockchain Initiative -Society/Council/Other OU Engagement

Technical
Activities

30
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Conferences
• IEEE BC Global Summit @ NIST Q3 2018

• IEEE BC Global Summit (China Q4? 2019)

• IEEE BC International Conference (USA Q3 2019)

• IEEE BC Technical Workshops (3) 2019

• IEEE BC EU Workshop Q4 2019

Publications
• Whitepapers

• IEEE Blockchain Technical Briefs

Education
• eLearning modules

• Continuing education

• Webinars

• Podcasts

Industry/Special Projects
• Transactive Energy & BC

• Pharma & BC

• Clinical Trials & BC

• Supply Chain Mgt & BC

• Healthcare & BC

Web Portal
• Dedicated website

• Social media

• Video

• Articles

Standards/Pre Standards
• Active Working Groups: P825, P2418.1, P2418.2

• New Working Groups: P2418.3, P2418.4, P2418.5, 

P2418.6 & P2418.7

• Industry Connections: IC17-002-01, IC17-017-01, & 

IC17-012-01 

Blockchain 

Initiative

IEEE Blockchain Initiative Activities

Community Development
• Local Groups

• Entrepreneurs, Small Biz and 

Industry
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Initiative Co-Chairs

blockchain@ieee.org

Jason Rupe, CableLabs

Ramesh Ramadoss, PhD BitCasas Inc.

Community Co-Chairs

blk-comdev@ieee.org

Jean-Pierre Auffret, George Mason 

University

Jiannong Cao, Hong Kong PolyU

Conferences Co-Chairs

blk-conferences@ieee.org

James Irvine, Strathclyde University

Education Co-Chairs

blockchain-edu@ieee.org

Quinn DuPont, University of Washington

Jim Carnes, Ciena Networks

Publications Co-Chairs

blk-pubs@ieee.org

Raouf Boutaba, University of Waterloo

Chonggang Wang, InterDigital Communications

Standards Co-Chairs

blk-standards@ieee.org

Jason Rupe, PhD, CableLabs

Ramesh Ramadoss, PhD, BitCasas Inc.

Special Projects Co-

Chairs

blk-projects@ieee.org

Ray Cline, President/CEO RWI Mining, LLC

Martin Gilje Jaatun, SINTEF, Norway

IEEE Staff Program 

Director

t.kostyk@ieee.org

Tim Kostyk, IEEE Future Directions

Community Development Committee: promotes formation 
of local technical communities and outreach to the public.

Conferences Committee: organizes conferences and events.

Education Committee: coordinates the development of 
educational products and activities.

Publications Committee: publishes bimonthly interactive 
eNewsletter, plans to develops magazines, and transactions.

Standards Committee: explores pre-standards and standards 
opportunities in blockchain technology.

Special Projects Committee: conducts special projects, 
develops certification etc.  

IEEE Blockchain Initiative: Committees

200+ Volunteers!

mailto:blockchain@ieee.org
mailto:blk-comdev@ieee.org
mailto:blk-conferences@ieee.org
mailto:blockchain-edu@ieee.org
mailto:blk-pubs@ieee.org
mailto:blk-standards@ieee.org
mailto:blk-projects@ieee.org
mailto:t.kostyk@ieee.org
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IEEE BCI Conferences
Decentralized 2019 30 October - 1 November 2019 Athens, Greece

2019 IEEE Global Communications 

Conference (GLOBECOM)

9-13 December 2019 Waikoloa, Hawaii, USA

Workshop on Blockchain for 

Telecommunications: Emerging 

Technologies for the Next Decade and 

Beyond

Held at 2019 IEEE Global Communications 

Conference (GLOBECOM)

13 December 2019 Waikoloa, Hawaii, USA

2020 IEEE Summit on Communications 

Futures

18 January 2020 Honolulu, Hawaii, USA

2020 International Conference on 

Mainstreaming Block Chain Implementation 

(ICOMBI)

21-22 February 2020 Bengaluru, India

IEEE UK & Ireland Blockchain Group 

Launch

24 February 2020 London, UK

2020 IEEE International Conference on 

Decentralized Applications and 

Infrastructures (DAPPS)

13-16 April 2020 Oxford, UK

2020 IEEE International Conference on 

Blockchain and Cryptocurrency (ICBC)

4-7 May 2020 Toronto, Canada

Our flagship event was at 

NIST (Maryland) in 

September. The third of 

these will be in May 2020

https://www.decentralized.com/
https://globecom2019.ieee-globecom.org/
https://globecom2019.ieee-globecom.org/workshop/ws-27-ieee-globecom-2019-workshop-blockchain-telecommunications-emerging-technologies-next
https://globecom2019.ieee-globecom.org/
https://comfutures2020.ieee-comfutures.org/
http://www.ieefindia.org/conference-home.html
https://www.ieee-ukandireland.org/chapters/blockchain/
https://ieeedapps.net/
https://icbc2020.ieee-icbc.org/
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IEEE Blockchain Publications
• IEEE Calls for Papers

• IEEE Publications on Blockchain

• IEEE White Papers

• IEEE Talks Blockchain

• IEEE Blockchain Articles

• External Publications
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IEEE Blockchain Groups

2018: Launched

Silicon Valley, CA, USA  

South Korea

Shanghai, China 

Bangalore, India

Beijing, China 

Dallas, TX, USA

Waterloo, Canada

Latvia 

Cleveland, OH, USA

Shenzhen, China 

Hangzhou, China

Kiev, Ukraine

Shenzhen

Silicon Valley

Dallas, TX

Cleveland, OH

Waterloo

Bangalore

2019: Launched

Switzerland

Approved by the Local Section

Memphis, TN, USA

Ahmedabad, India

Portugal

UK & Ireland

San Diego, CA, USA 

Toronto, Canada

Discussion with the Local Section

Singapore

Estonia 

Boston, MA

Organizer Identified

Japan 

St. Petersburg, Russia

Brazil

Lithuania

Brussels, Belgium

Sweden

Melbourne, FL, USA

Hong Kong 

Melbourne
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IEEE BCI Educational Content
• IEEE Blockchain eLearning Modules

• IEEE Blockchain Summit Keynotes

• Continuing Education on IEEE Xplore

• IEEE Virtual Events

• Videos

• Related Webinars
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IEEE Blockchain Standards Working Groups
Active Working Groups

• IEEE P825: Transactive Energy

Type of Ballot: Individual 

Chair: Paul Heitmann (paul.heitmann.us@ieee.org) 

Staff: Malia Zaman (m.zaman@ieee.org) 

Start Date: Dec 2016

https://standards.ieee.org/develop/project/825.html

• IEEE P2418.1: Standard for the Framework of Blockchain Use in Internet of Things (IoT)

Type of Ballot: Entity

Chair: Ramesh Ramadoss (Dr.Ramesh.Ramadoss@ieee.org) 

Staff: Soo Kim (s.h.kim@ieee.org)

Start Date: June 2017

http://sites.ieee.org/sagroups-2418/

• IEEE P2418.2: Standard Data Format for Blockchain Systems

Type of Ballot: Entity

Chair(s): Ming Li (liming@cesi.cn)

Staff: Meng Zhao (meng.zhao@ieee.org)

Start Date: July 2018

mailto:paul.heitmann.us@ieee.org
mailto:m.zaman@ieee.org
https://standards.ieee.org/develop/project/825.html
mailto:Dr.Ramesh.Ramadoss@ieee.org
mailto:s.h.kim@ieee.org
http://sites.ieee.org/sagroups-2418/
mailto:liming@cesi.cn
mailto:meng.zhao@ieee.org
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New Working Groups

• IEEE P2418.3: Standard for the Framework of Distributed Ledger Technology (DLT) Use in Agriculture

Type of Ballot: Individual

Chair(s): John Johnson

Staff: Soo Kim (s.h.kim@ieee.org)

Start Date: July 2018

• IEEE P2418.4: Standard for the Framework of Distributed Ledger Technology (DLT) Use in Connected and 

Autonomous Vehicles (CAVs)

Type of Ballot: Individual

Chair(s): Richard Yu (RichardYu@cunet.carleton.ca)

Staff: Mike Kipness (m.kipness@ieee.org) 

Start Date: July 2018

• IEEE P2418.5: Standard for Blockchain in Energy

Chair(s): Claudio Lima (crlima100@gmail.com)  

Type of Ballot: Entity

Staff: Soo Kim (s.h.kim@ieee.org)

Start Date: Sept 2018

IEEE Blockchain Standards Working Groups (Cont.)

mailto:s.h.kim@ieee.org
mailto:RichardYu@cunet.carleton.ca
mailto:m.kipness@ieee.org
mailto:crlima100@gmail.com
mailto:s.h.kim@ieee.org
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New Working Groups

• IEEE P2418.6: Standard for the Framework of Distributed Ledger Technology (DLT) Use in Healthcare 

and the Life and Social Sciences

Type of Ballot: Individual

Chair(s): Heather Flannery (hflannery@blockchaininhealthcare.global) 

Staff: Tom Thompson (thomas.thompson@ieee.org) / Pat Roder (p.roder@ieee.org)

Start Date: Sept 2018

• IEEE P2418.7: Standard for Blockchain Use in Supply Chain Finance

Type of Ballot: Entity

Chair(s): Grace Chen & Hui Zhang, Ant Financial

Start Date: Dec 2018

• IEEE P2418.8: Standard for Blockchain Applications in Governments

Type of Ballot: Entity

Chair(s): Frankie Zhang (frankie.zhang@senses.global)

Start Date: Feb 2019

IEEE Blockchain Standards Working Groups (Cont.)

mailto:hflannery@blockchaininhealthcare.global
mailto:thomas.thompson@ieee.org
mailto:p.roder@ieee.org
mailto:frankie.zhang@senses.global
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Sponsored by CES/BSC

P2418.X Series (Continued)

P2418.8 Standard for Blockchain Use in Government Affairs (Frankie Zhang, Senses Global)

P2418.9 Standard for Cryptocurrency Based Security Tokens (Ramesh Ramadoss, BitCasas)

P2418.10 Standard for Blockchain in Digital Asset Management (Hui Ding, ChainComp)

P2140.X Series

P2140.1 Standard for General Requirements for Cryptocurrency Exchanges (John Lin, Senses Global)

P2140.2 Standard for Security Management for Customer Cryptographic Assets on Cryptocurrency Exchanges (John Lin, Senses Global)

P2140.3 Standard for User Identification and Anti-Money Laundering on Cryptocurrency Exchanges (John Lin, Senses Global)

P2140.4 Standard for Distributed/Decentralized Exchange Framework (Hehe Hu, Ontology)

P2140.5 Standard for Custodian Framework of Cryptocurrency (Hehe Hu, Ontology)

P2143.X Series

PAR P2143.1 Standard for General Process of Cryptocurrency Payment (John Lin, Senses Global)

PAR P2143.2 Standard for Performance Metrics of Cryptocurrency Payment (John Lin, Senses Global)

PAR P2143.3 Standard for Risk Control Requirements for Cryptocurrency Payment (John Lin, Senses Global)

P2144.X Series

PAR P2144.1 Standard for Framework of Blockchain-based IoT Data Management (Hui Ding, ChainComp)

PAR P2144.2 Standard for Functional Requirements in Blockchain-based IoT Data Management (Hui Ding, ChainComp)

PAR P2144.3 Standard for Assessment of Blockchain-based IoT Data Management (Hui Ding, ChainComp)

Others

PAR P2142.1 Recommended Practice for E-Invoice Business Using Blockchain Technology (Miles Huang, Tencent)

PAR P2141.1 Standard for Using Blockchain Against Corruption in Centralized Organizations (Frankie Zhang, Senses Global)
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IEEE Blockchain Pre-Standards & Standards Projects

Industry Connections Programs (Pre-Standards)

• IC17-002-01: Digital Inclusion through Trust & Agency (DITA)

Type of Ballot: Individual

Chair: Greg Adamson (g.adamson@ieee.org)  

Staff: Maria Palombini (m.palombini@ieee.org)

Start Date: March 2017

http://standards.ieee.org/develop/indconn/digital_inclusion/

• IC17-017-01: Blockchain Asset Management 

Type of Ballot: Entity

Chair: Yu Yuan  (y.yuan@ieee.org) 

Staff: Karen Evangelista (k.evangelista@ieee.org) 

Start Date: Dec 2017

IC Goal: Establish viability and create documentation for PARs (Standards Working Group). 

mailto:g.adamson@ieee.org
mailto:m.palombini@ieee.org
http://standards.ieee.org/develop/indconn/digital_inclusion/
mailto:y.yuan@ieee.org
mailto:k.evangelista@ieee.org
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IEEE Standards Association: Pre-Standards & Standards
Industry Connections Programs (Pre-Standards)

• IC17-012-01: Supply Chain & Trials Standardized Technology and Implementation

Type of Ballot: Entity

Chairs: Tim Mackey (tmackey@ucsd.edu) 

Staff: Maria Palombini (m.palombini@ieee.org)

Start Date: Sept 2017

Work Streams in IC17-012-01:

➢ Smart Contracts for Informed Electronic Consent in Clinical Trials (Adama Ibrahim, Biogen)

➢ Health Quality Data Scoring System Combined with Standard framework for Streaming Patient Data into the 

Blockchain and Linking to Patient Identity (Daniel Hwang)

➢ Clinical IoT Data Validation and Interoperability with Blockchain (with industry guidance on usage opportunities 

for other applications (Florence Hudson) 

➢ Techno-Legal Standards for Smart Contracts for Supply Chain (Houman Shadaab, New York Law 

School/Accord Project)

➢ Blockchain, IoT and Cold Chain Logistics (Pharma Supply Chain)*

➢ Blockchain for Compliance of US FDA DSCSA (Drug Supply Chain Security Act)*

* Items noted in bold italics are in the recruitment phase

mailto:tmackey@ucsd.edu
mailto:m.palombini@ieee.org
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Ramesh Ramadoss, Co-Chair, IEEE Blockchain Initiative (Local Groups Lead)
dr.ramesh.ramadoss@ieee.org

Jason Rupe, PhD, Co-Chair, IEEE Blockchain Initiative
jrupe@ieee.org

Tim Kostyk, IEEE Staff Program Director (Future Directions)
t.kostyk@ieee.org

Thank You,
For More Information Please Contact,

mailto:dr.ramesh.ramadoss@ieee.org
mailto:jrupe@ieee.org
mailto:t.kostyk@ieee.org

