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Info About Tim

• MS Computer Science (Johns Hopkins) - 1990

• Data Processing Professional since 1983

– Senior [IT Adjective] Engineer

– Information Assurance Professional (since 1998)

• Implementer of RBAC specifications since 1998

– NIST

– INCITS CS1

– Enterprise Security Management (5-50k users) Implementer

• Industry Vendor Products (BMC, Beta Systems, IBM)

• IT Security Manager since 2007

– Booz Allen Hamilton, Federal Agency Contractor (numerous)

– Raytheon Polar Services

• Author of 3 articles on RBAC standards & 3 ANSI/INCITS standards

• Identity Management Speaker (various conferences)
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The InterNational Committee for Information Technology 

Standards (INCITS) is the forum of choice for developers, 

producers and users for the creation and maintenance of 

formal Information and Communication (ICT) technology 

standards.

INCITS is accredited by, and operate under the rules 

approved by, the American National Standards Institute 

(ANSI).  These rules are designed to ensure that voluntary 

standards are developed by the consensus of directly and 

materially affected interests.

About INCITS
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INCITS – http://www.incits.org
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INCITS CS1.1 (2005-2011) was the Role-Based Access Control standards 
committee under CS1 Cyber Security (http://cs1.incits.org)
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NIST RBAC Portal - http://csrc.nist.gov/rbac
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What do we mean by RBAC?

• Permissions are assigned to roles rather than to 
individual users

• Users are assigned to roles rather than directly 
to permissions

• This level of indirection facilitates user-
permission management and provides additional 
security benefits
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Role Definitions

• From the ANSI RBAC standard…

– A role is a job function within the context of an 

organization, with some associated semantics 

regarding the authority and responsibility conferred on 

the subjects to whom the role is assigned

• Roles are often misused to represent things that are not 

job functions

– Clearance, Formal access approvals, citizenship

• Role assignments are subject attributes

• Roles are often misinterpreted

- As entities

- As a set of privileges
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NIST RBAC Model
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RBAC Privilege Management

• With RBAC, privileges are managed indirectly through roles
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This standard facilitates the Interoperability of RBAC Systems. To meet the 

need for consistent sets of RBAC components, the RBAC Implementation and 

Interoperability Standard (RIIS/ ANSI INCITS-459) specifies in greater detail 

how to design RBAC products to conform to INCITS 359. Published in 2011, 

this standard can facilitate comparisons among RBAC products, and its 

interoperability specifications enable translations from one RBAC 

implementation to another.

RBAC Implementation and Interoperability (RIIS) - 2011

This update to the ANSI 359-2004 standard enhances several RBAC features 

including granular authorization (support for attributes), real-time policy 

enforcement, and conformance with the RIIS (ANSI 459-2011) model.  In 

response to comments received over the five-year life of the current RBAC 

standard (ANSI 359-2004), this enhanced model maintains the advantages of 

RBAC while providing a mechanism for including attributes in access-control 

decisions. Publication of this updated standard (RBAC ANSI 359-2011) is 

expected in 2012.

RBAC Base Standard (ANSI 359-2011) update
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This standard facilitates the use of dynamic constraints with the RBAC model. RBAC 

Policy-Enhanced standard (RPE provides a framework and functional specifications to 

handle the relationship between roles and dynamic constraints. The RPE  defines the 

scope and context for role-role, user-role, and attribute sensitive  dynamic constraints, 

which can be implemented in a runtime environment.

RBAC Policy-Enhance Standad (RPE) - 2012

14

The RBAC Policy-Enhanced reference model consists of an RBAC Engine that controls all decisions with interfaces to data 

and processes external to the RBAC Engine. It contains a representation of core RBAC (INCITS 359) that define its logical 

components. Core RBAC includes sets of five  basic data elements called users (USERS), roles (ROLES), objects (OBS), 

operations (OPS), and permissions (PRMS).  This core RBAC representation includes user assignments, permission 

assignments, and permissions. 
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Archie Reed's Secure Identity Management Blog
"Digital ID World Sept 2006: Are NIST Based Roles the Right Answer?"
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RBAC Interoperability (Enterprise Security Management)
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Health Level 7 (HL7)

• Healthcare permission catalog

• Healthcare constraint catalog

• Role engineering process

• Evolution from Veterans Administration RBAC Project

– RBAC Task Group

– Healthcare Task Group

HL7 Website

• http://www.hl7.org
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HL7 – IT Standards for the Healthcare Community
http://wiki.hl7.org/index.php?title=RBAC_Structural_and_Functional_Roles
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HL7 RBAC Initiatives
RBAC has a natural fit with many health care applications. Standards are being developed under er the 

HL7 Standards Development Organization. The Department of Veterans Affairs is leading a number of 

these activities.  The Health Insurance Portability and Accountability Act of 1996 (HIPAA) mandates

use of RBAC to protect patient information. The HL7 RBAC activities are oriented toward application 

level systems that are built using the services defined in the general purpose RBAC standards.



2010 Economic Analysis of RBAC (RTI NIST Report)
http://csrc.nist.gov/groups/SNS/rbac/documents/20101219_RBAC2_Final_Report.pdf
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NIST RBAC Model – ANSI INCITS 359 Standard
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Dynamic Constraints – RBAC Policy-Enhanced Definitions
Dynamic constraints are constraints that take effect at run time. They are distinguished from static constraints, which 

take effect prior to run time. Dynamic constraints are enforced by access control mechanisms. They act on some 

components of the RPE Engine  namely users and roles. Dynamic constraints are localized to a user session.

Role-Role (Dynamic)

• Role-role constraints hold between roles or sets of roles. They can support policies that involve limitations on 

which combinations of roles may be activated in any user session. 

User-Role (Dynamic)

• User-role constraints hold between users and roles. They can support policies that involve limitations on which 

combinations of roles may be activated by a given user.

Attribute-sensitive (Dynamic)

Attribute-sensitive constraints apply to roles or permissions. They can support policies that involve limitations on which 

particular roles may be activated or which permissions may be used in a given user session.

Time of Day

• Time of Day constraints control the time at which a role may be activated.

Location 

• Location constraints control the user location at which a role may be activated.

Purpose of Use 

• Purpose of use constraints specify a reason for requesting a particular access via a role. Examples include 

privacy, patient consent, and emergency access.

User Class

• User class constraints control the user class that may exercise a given permission

Data Value 

• Data value constraints control an access control decision based on data values, e.g., values in a database.

Identity Type 

• Identity type constraints use a business decision-making process to determine what the user’s role is.
23



CS1 RBAC (RIIS) – Implementation Component Model

Fundamental refers to core RBAC with no hierarchies or constraints;

Organizational refers to RBAC with role hierarchies, 

User Limiting Universal refers to RBAC with static constraints

User Limiting Operational refers to RBAC with run-time constraints. 

Component Fundamental (F) Organizational 

(O) 

User Limiting – 

Universal 

(ULU) 

User Limiting – 

Operational 

(ULO) 

1. Core RBAC X X X   X 

2. Hierarchical RBAC  X   

3. Static Separation of 

Duty (SSD) Relations 

  X  

4. Dynamic Separation 

of Duties (DSD) 

Relations 

   X 
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Two Security (or Identity Management) domains are depicted.  Within each 

system, the RIIS interoperability model segments into four areas defined as 

Use Case Scenarios, Interaction Functions, RBAC Exchange Data Model and

Operational Definition

CS1 RIIS Annex –Conceptual Model (Interoperability)
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• Use Case Scenarios (Business Cases Supporting CS1 RBAC)
– Company Mergers 

Integration of Identity Management (IdM) and Security Domains

Exchange of RBAC credentials and entitlements

– IdM Vendor Product Interoperability

Provisioning and Role Management applications

Aggregation of cross-platform access rights (initial load)

– eCommerce 

B2B, Workflow, Cross-Domain Security for SOA

RBAC Use Case Scenarios and Management Interaction Functions

• CS1 RIIS Management Interaction Functions

– A policy language 

– A request/response language (Get/Post Operations)

– 26 operations on roles, users, permissions,  constraints and inheritance as 
derived from INCITS ANSI-359 (RBAC standard)

– Examples 

PostRoleSet, PostUserSet, GetRolePermissions, GetInheritanceRelationship
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• XACML: an XML-based OASIS standard that describes:

– A policy language 

– A request/response language 

– The main three components in XACML are Rule, Policy, and PolicySet

• XACML RBAC Profile is used in ANSI 459-2011 (RIIS) as an example 
Data Exchange Model.  XACML RBAC profile has two main components:

– Permission PolicySet (PPS) 

– Role PolicySet (RPS). 

– One PPS and one RPS for each defined Role

Data Exchange Model (XACML RBAC Interface)

• Permission Policy Set (PPS):
– defines Policies and Rules needed to the Permissions 

associated with a certain Role. 

– PPS references can inherit permissions from the more junior 
role associated with this PPS reference (hierarchical RBAC)

27

• Role Policy Set (RPS):
– Defines the Role Name 

– Includes only one PPS to associate this Role with its permissions 
defined in the corresponding PPS.



Component Features identified in the RBAC Interoperability Requirements

28



Table of Contents

CS1 RBAC - Who

CS1 RBAC - What

CS1 RBAC – Why

CS1 RBAC - How

Use Cases and References 

29



Use Case – Continuous Synchronization of  External Role Model

Problem Statement (affecting RBAC)
An enterprise has deployed a Role Management solution (depicted as Systems A) 

to develop and maintain its role models.  As this model changes over time, System 

A needs to publish these changes out to the operational infrastructure for use and 

implementation in the user on-board / off-boarding process.

Scope
One time load (Role Model Provisioning) has occurred
Repeating cycle of synchronization continues in which System A is seen as authoritative over the model 

used in System B.

Assumptions
Both systems, denoted System A and System B, are fully RBAC capable.
System A has posed all current configurations to System B and System B is assumed to be in a consistent 

steady state.
For performance reasons, System A may choose to batch process change notification to System B. 
Trust model exists between System A and System B.
System A has a defined Role model and tracks changes make to it in order to relay them to System B 30



Use Case – Management Interaction Functions

RBAC Data Exchange Model
Extract, Transform and Load (ETL)

Roles Sets, Role Names, User Set, User Assignments, 

Permission Assignments

Interaction Function Meaning

PostRoleSet Inform of current set of roles

PostUserSet Inform of current set of RBAC users

PostUserRoles(user) Inform of roles currently assigned to a given user

PostUserAssignment(user, role) Inform of user assignment to a role

PostPermissionAssignment 
(role,permission)

Inform of permission assignment to a role

PostPermissionSet Inform of current set of permissions

PostPermissionRoles (permission) Inform of roles to which a given permission is assigned
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Future Work

• ANSI Publication (359-2011, RPE) standards

• Industry Review (adaptation) of the INCITS RBAC standards

• Software adaptation of the RIIS standard

• Role Engineering Reference Model

• Convergence of xBAC Logical Access Control standards



Thank you for joining us!
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• Draft Copy of the CS1 (RIIS) Standard
http://csrc.ncsl.nist.gov/groups/SNS/rbac/documents/draft-rbac-implementation-std-v01.pdf

• Call for CS1 RBAC Use Case Development
http://csrc.nist.gov/groups/SNS/rbac/documents/rbac-use-cases.html

• How to Join CS1 RBAC Working Group
http://csrc.nist.gov/rbac/how-to-join-CS1.1.pdf or 

contact Lynn Barra at lbarra@itic.org).

• Ed Coyne –

• CS1 RBAC Editor

• HPTI

– 703-375-2530

– ecoyne@hpti.com

• INCITS – incits.org



34

Questions and Backup Slides



CS1 RBAC – Management Interaction Functions (1 of 2)

Interaction Function Meaning Options

PostRoleSet Inform of current set of roles F, O, ULU, ULO

GetRoleSet Obtain current set of roles F, O, ULU, ULO

PostRoleName(rolename) Inform of a new role name F, O, ULU, ULO

GetRoleName(rolename) Obtain new role name F, O, ULU, ULO

PostUserSet Inform of current set of RBAC users F, O, ULU, ULO

GetUserSet Obtain current set of RBAC users F, O, ULU, ULO

PostRoleUsers(role name) Inform of users currently assigned to a given role F, O, ULU, ULO

GetRoleUsers(rolename) Obtain users currently assigned to a given role F, O, ULU, ULO

PostUserRoles(user) Inform of roles currently assigned to a given user F, O, ULU, ULO

GetUserRoles(user) Obtain roles currently assigned to a given user F, O, ULU, ULO

PostUserAssignment(user, role) Inform of user assignment to a role F, O, ULU, ULO

GetUserAssignment(user, role) Obtain user assignment to a role F, O, ULU, ULO

PostPermissionAssignment 
(role,permission)

Inform of permission assignment to a role F, O, ULU, ULO

GetPermissionAssignment 
(role,permission)

Obtain permission assignment to a role F, O, ULU, ULO

PostPermissionSet Inform of current set of permissions F, O, ULU, ULO

GetPermissionSet Obtain current set of permissions F, O, ULU, ULO

F – Fundamental                            O – Organizational

ULU – User Limiting-Universal   ULO – User Limiting-Operational
35



CS1 RBAC – Management Interaction Functions (2 of 2)
Interaction Function Meaning Options

PostRolePermissions(role) Inform of permissions currently 
assigned to a given role

F, O, ULU, ULO

GetRolePermissions(role) Obtain permissions currently assigned 
to a given role

F, O, ULU, ULO

PostPermissionRoles (permission) Inform of roles to which a given 
permission is assigned

F, O, ULU, ULO

GetPermissionRoles (permission) Obtain roles to which a given permission 
is assigned

F, O, ULU, ULO

PostUserAssignmentConstraintStatic 
(user,role)

Inform of a given user’s static 
assignment constraint

ULU

GetUserAssignmentConstraintStatic 
(user,role)

Obtain a given user’s static assignment 
constraint

ULU

PostUserAssignmentConstraintDynamic 
(user,role)

Inform of a given user’s dynamic 
assignment constraint

ULO

GetUserAssignmentConstraintDynamic 
(user,role)

Obtain a given user’s dynamic 
assignment constraint

ULO

PostInheritanceRelationship (role,role) Inform of an inheritance relationship 
between two given roles

O

GetInheritanceRelationship (role,role) Obtain an inheritance relationship 
between two given roles

O

F – Fundamental                            O – Organizational

ULU – User Limiting-Universal   ULO – User Limiting-Operational 36



CS1 – RBAC Standards and Related Publications

• Role Engineering: Methods and Standards - Edward J. Coyne, Timothy R. Weil, D. 

Richard Kuhn (2011) , IT Professional (Nov/Dec 2011) Vol 13 no. 6 p. 54-57 – Online 

available IT Professional (Nov/Dec 2011) Vol 13 no. 6  

• Adding Attributes to Role-Based Access Control, E. Coyne, R. Kuhn, T. Weil (2010) 

IEEE Computer (June) 43 (6) p. 3 – Online available  IEEE Computer (2010) - Volume 

43 Issue 5

• ANSI/INCITS 459-2011 - Information Technology - Requirements for the 

Implementation and Interoperability of Role Based Access Control - Edward J. 

Coyne, D. Richard Kuhn, Timothy R. Weil (2011) p. 27  - Online available -

ANSI/INCITS 459-2011 (RIIS Standard)

• An RBAC Implementation and Interoperability Standard: The INCITS Cyber 

Security 1.1 Model - Ed Coyne, Tim Weil (2008) IEEE Security and Privacy 6 (1),

p. 4 – Online available  IEEE Security & Privacy (2008) - Volume 6 Issue 1
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CS1 – RBAC Standards – Citations & Reference Material

In our line of work, they say the number of citations (references) validates the strength of 

the argument (read technical paper).  Our efforts have now been quoted numerous times –

• SANS White Paper– Extending Role-Based Access Control, J. Michael Butler, April, 

2011, pg 18 – Online Available – SANS Analyst Program White Paper

• The Privacy and Security Gaps in Health Information Exchanges, American Health 

Information Management Association (AHIMA) and Healthcare Information and 

Management Systems Society (HIMSS), April 2011, pg 31 – Online available - White 

Paper by the AHIMA/HIMSS HIE Privacy & Security Joint Work Group 

• K.D. Gordon et al., “Accounting Data Security at JEA Using Role-Based Access 

Controls,” University of North Florida, 2011, Online Available Accounting Security Data 

at JEA Using RBAC

• National Institute of Standards, Computer Division Computer Security Resource Center, 

NIST RBAC Portal 

• National Institute of Standards – RBAC Case Studies
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ABAC vs RBAC vs (xBAC) – The Industry Debate

The Identity Management debates on ‘which access control models’ fit the needs of 

business and industry is a lively discussion among vendors, analysts and developers of 

robust Enterprise Security Management solutions –

• Axiomatics – White Papers on ABAC, XACML, Contrast with RBAC Solutions

• IdmWorks – The Tie Ins of ABAC, RBAC, RaDAC and SAML

• Identropy – A Practical Look at Role Management

• Identropy – A Role Management Primer

• Alan H. Karp, Harry Haury, Michael H. Davis, From ABAC to ZBAC: The Evolution of 

Access Control Models HP Laboratories,  Online available HPL-2009-30
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