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ithin the realm of
corporate security
and access control,
physical security is
often considered separate from
logical security. The tools used
to safeguard physical assets such
as buildings and equipment are
typically different from those that
safeguard logical assets such as
data and software. However, re-
cent developments in cyber-phys-
ical security systems have dem-
onstrated the ability to integrate
physical access control systems
(PACS) and logical access con-
trol systems (LACS) with result-
ing advantages. This integration
can be facilitated by combining
the technology of identity devices
(for example, smart cards, bio-
metric scanners, and mobile de-
vices), PACS equipment (readers,
doors, gates, and so on), and IT
management systems deploying
LACS solutions. An industry al-
liance of cyber-physical security
companies, the Physical-Logical
Security Interoperability  Alli-
ance (PSIA; http:/psiallance.org),
has described the convergence
of PACS/LACS as filling a long-
standing requirement in the IT
industry:
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The benefits of the PSIA speci-
fication will include more effi-
cient management of identities
without altering the existing
logical identity ecosystem, and
delivery of an overall lower cost
structure, making it easier to
develop and articulate a more
compelling ROI. More specifi-
cally, logical identities and roles
could be imported and mapped
in a physical security ecosystem
without removing the value and
features that a physical security
solution provides to manage
devices in the physical security
domain.!

Here, we examine the PSIA
Physical-Logical Access Interop-
erability (PLAI) specification,?
which combines enhanced fea-
tures of physical security, role-
based access control (RBAC), and
attribute-based access control to
provide facilities management
“behind closed doors.” The PLAI
specification includes both light-
weight directory access (LDAP) for
directory information services and
RBAC methods® to provide dis-
tributed access rights to physical
control systems managed at the en-
terprise level. The RBAC approach
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realized in the PLAI model builds
on the 2012 ANSI standard known
as RBAC Policy Enhanced (RBAC-
RPE),* which provides real-time,
policy-based access control deci-
sions implemented by the mecha-
nisms of dynamic constraints and
attribute control. We also discuss
RBAC-AE (attribute-enhanced),
an enhancement of RBAC-RPE
that will allow further restriction
to physical security devices based
on permission granted by personal
and situational attributes.

RBAC and ABAC Models

In RBAC, roles are sets of permis-
sions, and users are assigned to
roles. Users don’t have direct ac-
cess to resources as they would
with basic mechanisms such as
access control lists, which are at-
tached to resources. Instead, they
can access only resources that
are allowed under their role, pos-
sibly with additional constraints.
In attribute-based access control
(ABAC), attributes such as age,
clearance level, location, or other
user characteristics are used in
determining access. Rules must
be defined that grant access, and
ABAC policy enforcement mech-
anisms are required to modify
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Table 1. Taxonomy of options for integrating attributes with RBAC.

A Model

Permission mapping

1 ABAC-basic

1 RBAC-A, attribute-centric

1 RBAC-A, role-centric

*U = user/subject ID; R = role; A = attributes. RBAC: role-based access control; ABAC: attribute-based access control; ACL: access

control list

access control permissions in a dy-
namic environment.

Recent trends in identity mange-
ment (IdM) have provided a sig-
nificant amount of literature,
standards, and products that have
utilized both role- and attribute-
based solutions to protect enter-
prise systems and information.
Although it's beyond this article’s
scope to provide a broad survey
of the solutions these technolo-
gies offer, an objective approach is
provided in the IdM literature.”™®
Emerging standards and guid-
ance have been provided by the
2012 updates to the ANSI RBAC
standards,* and by the US Na-
tional Institute of Standards and
Technology (NIST)’s recently is-
sued special publication 800-162,”
which has gained significant mo-
mentum in the federal sector.

The PLAI specification builds
on the RBAC and ABAC solu-
tions proposed in “Adding At-
tributes to Role-Based Access
Control.”® In this paper, three
options (RBAC-A) are described
to handle the relationship be-
tween roles and attributes. These
options all retain some of the
administrative and user permis-
sion review advantages of RBAC,
while allowing the access con-
trol system to work in a rapidly

changing environment. Dynamic
Roles, Attribute-Centric Roles,
and the Role-Centric approach
were considered for adoption by
the PLAI specification. These op-
tions (7-9) are shown in Table 1
and described elsewhere.’

The PLAI Implementation
of RBAC-RPE
RBAC-RPE provides a standards-
based approach to defining the busi-
ness roles of employees within an
organization. Once functional roles
are defined, each role is then assigned
logical (applications and data) and
physical access privileges (or poli-
cies). The PLAI specification aug-
ments physical security functionality
by providing a mechanism for greater
connectivity between both logical
and physical domains, and a stan-
dardized, more efficient mechanism
for physical security administration
through the use of PLAI agents.
Figure 1 shows how roles uti-
lized in the logical security do-
main can be integrated with the
physical security domain to create
synchronicity between domains.
We introduce the concept of
RBAC-AE authorization decisions.
Although RBAC-RPE can effective-
ly address suspension of selective
role-to-permission relationships
based on situational attributes that

generally affect a group of people—
for example, threat level, access
schedules, and so on—the RBAC-
AE extension further facilitates the
use of personal attributes to directly
suspend specific permissions, and
it's well-suited for adoption by PLAI
With the RBAC-AE approach, at-
tribute types can be split as follows:

e Attributes associated with the per-
son for whom we are determining
access—for example, clearance,
person’s location, or citizenship.
As implemented in PLAI, these
attributes come from LDAP for
each identity.

e Other (situation-based) attri-
butes—for example, threat level,
location of other people, or alarm
conditions.

Similarly, policies can be split into
two types:

e Policies that apply to personal at-
tributes (no access to labs without
valid clearance).

e Policies that apply to situation-
al attributes (for example, the
removal of critical access dur-
ing high threat levels or no roof
access during holidays).

Figure 2 shows how roles in the
RBAC-AE model specify all the
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¢ The organizational hierarchy defines roles and policies.

* Job responsibilities and policies determine a role’s access privileges.

* Real-time policies impact privilege sets, which are sent and revoked
from the logical security domain to the physical security domain.

¢ The logical and physical security domains provide each other status
information for enhanced overall security.
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Figure 1. Physical or logical access interoperability. Roles utilized in the

logical security domain can be integrated with the physical security
domain to create synchronicity between domains.
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Figure 2. Physical-Logical Access Interoperability (PLAI) and RBAC-AE
(role-based access control attribute enhanced). Roles in the RBAC-AE
model specify all the permissions a person may have.
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permissions a person may have
(scope). User roles are augmented
by two policy engines:

® One that applies to personal at-
tributes and policies. This en-
gine does not add to the scope
of the permissions that a per-
son has, but only limits them
by suspending access to a set of
permissions for that person.

¢ One that applies to the situational
attributes and policies. This en-
gine does not add to the scope
of the permissions that the roles
have, but only limits them by sus-
pending the access rights of a role
to a set of permissions.

Cyber-Physical Security
and the Internet of Things
At the intersection of cyber-physical
security and the Internet of Things
(IoT), access control systems pres-
ent an opportunity for innovation
to expand established practices and
products prevalent in the physi-
cal security controls market with
the ubiquity of device management
technologies emerging from the
rapid growth in [oT control sys-
tems. Access control components
(identity devices, biometrics, creden-
tial management, logical systems,
or physical systems) offer a broad
range of tools and devices that must
be controlled in the dynamically
changing conditions represented in
the IoT domain.

The PLAI specification was de-
signed ground-up to nicely play in
the IoT world by making identifica-
tion of each of its information ele-
ments (identity, credential, attribute,
PACS, and location) universally
unique (by using 128 bit UUIDs).

hysical and logical ac-
cess control could benefit
from a common source of
constructs and architectures, and
models such as RBAC-RPE and



RBAC-AE can help in designing and
implementing access control sys-
tems. The new PLAI specification
provides business and security ben-
efits, including management of role-
based privileges from an authorita-
tive identity source and the propaga-
tion of this logical data throughout
multiple PACS; the propagation of
an employee’s credential informa-
tion from one PACS to others, thus
supporting access control at mul-
tiple facilities using one credential;
and the easy revocation of physi-
cal access privileges across multiple
PACS.
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